Mortimer, Ceri (Gelligaer)

From: Tracy Gilmartin-ward <tracy.giImartin-ward@onevoicewales.org.uk>

Sent: 17 January 2018 12:10

To: Tracy Gilmartin-ward

Cc: Paul Egan; Lyn Cadwaliader

Subject: Fwd: General Data Protection Regulation / Rheoliad Diogelu Data Cyffredinol
Attachments: LO5-17-General Data Protection Regulation - summary of main provisions.pdf; Data

Protection Officer.pdf: LO7-17-Payment of fees to the Information Commissioner's
Office.pdf; Privacy Fees.pdf; Subject Access Requests.pdf

Follow Up Flag: Follow up
Flag Status: Flagged
Dear Member Council,
ching for your attention the latest legal guidance received in relation to the General Data

I am atta
Protection Regulation. Please note the importance of this guidance which you need to support
your actions to comply with the regulations by 25 May, 2018.

I trust that you find the legal guidance attached to be of assistance. Unfortunately these
documents are from a third party and are only available in English

Kind regards,

Paul
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Annwyl Aelod Gyngor,

Rwyf yn atodi er gwybodaeth ichi y canllawiay cyfreithiol diweddaraf a dderbyniwyd ynghyich y
Rheoliad Diogelu Data Cyffredinol. Dylech nodi pwysigrwydd y canllawiau hyn sydd eu hangen
arnoch i gefnogi’r camau a gymerwch i gydymffurfio &'r rheoliadau erbyn 25 Mai 2018.

Gallaf roi gwybod ichi fod NALC wedi comisiynu cwmni o gyfreithwyr i baratoi pecyn gwaith i'w

ddefnyddio gan gynghorau wrth iddynt baratoi ar gyfer y dyddiad gweithredu. Gan eich bod yn
aelod gyngor bydd\_Nch yn cael y pecyn gwaith cyn gynted ag y bydd ar gael. Hefyd, bydd NALC

ag y byddant ar gael.

Hyderaf y bydd y canliawiay cyfreithiol atodedig yn ddefnyddiol ichi. Yn anffodus, daw'r dogfennau
hyn o drydydd parti ac nid ydynt ond ar gael yn y Saesneg.

Dymuniadau gorau,




Paul

Paul R. Egan BA, Chartered MCIPD, MILCM, F.Inst. LM, FIPSM
Deputy Chief Executive and Resources Manager/Dirprwy Brif Weithredwr a Rheolwr Adnoddau

Un Llais Cymru/One Voice Wales
24c¢ Stryd y Coleg/24c College Street, Rhydaman/ Ammanford, Sir Gaerfyrddin/Carmarthenshire SA18 3AF

01269 595400 Ffacs/Fax 01269 598510

E-bost/E-Mail paul.egang@onevoicewales.org.uk
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General Data Protection Regulation - summary of main
provisions

Introduction

The EU regulation known as General Data Protection Regulation ("GDPR”) will come into
force on 25 May 2018. The Government has also confirmed that it will introduce new
legislation to repeal the Data Protection Act 1998 (“the 1998 Act’) and to ensure that new
UK legislation does not create inconsistencies with the GDPR. |t therefore seems likely that
new UK legislation would be introduced before or on 25 May 2018,

Purpose of GDPR

GDPR contains terminology that councils will already be familiar with because they are
included in the 1998 Act (see Legal Topic Note 38) e.g. personal data, data controller, data
processor, data subject, subject access request, processing, and data protection principles.

GDPR builds on the legal framework established by the 1998 Act to balance the needs of
organisations (businesses, not for profit and public bodies e.g. local authorities) in their
capacities as data controllers and data processors to collect and use personal data against
the rights of an individual to have his information (personal data) kept secure and private.
GDPR has been introduced to address the privacy issues arising from a digital age in
which personal data may be collected, transmitted, stored, manipulated and shared with
relative ease e.g. using emails, websites, the internet and the cloud.

The purpose of the GDPR s to increase (i) the obligations on organisations when acting as
data controllers and (ii) the rights of individuals to ensure that their personal data is
respected and used only for legitimate purposes. It also imposes new obligations on data
processors.
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Put simply, personal data is data that relates to a living individual who can be recognised

from that data. The categories of personal data processed by a council may include:

. communications with individual local residents including letters, complaints and
council surveys;

. the council's employment and recruitment records (e.g. employment contracts, and
job applications);

. contracts with individuals and contracts which require processing of personal data;

. arrangements with volunteers;

. communications with third parties e.g. principal authorities, CALCs, local charities,
sports clubs, Disclosure and Barring Service (*DBS"), HMRC and staff pensions
provider,

. the electoral roll and

. legal proceedings or transactions with individuals.
Summary of changes being introduced by GDPR

The annex to the Briefing provides a summary of the main provisions in the 1998 Act and
the changes to be introduced by GDPR which are relevant to councils.
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ANNEX

Data protection
principles

8 principles set out in Schedule 1. Same principles in 1998 Act but condensed to 6 principles listed below.
Personal data must be:

* Processed fairly, lawfully and in a transparent manner in relation to the
data subject.

* Collected for specified, explicit and iegitimate purposes and not further
processed in a manner that is incompatible with those purposes.

* Adequate, relevant and limited to what is necessary in relation to the
purposes for which they are processed.

¢ Accurate and, where necessary, kept up to date.

* Keptin a form that permits identification of data subjects for no longer
than is necessary for the purposes for which the personal data are
processed.

* Processed in a manner that ensures appropriate security of the
personal data including protection against unauthorised or unlawful
processing and against accidental loss, destruction or damage, using
appropriate technical or organisational measures (Article 5).

Page 3 of 12
National Association of Local Councils
Tel: 020 7637 1865 * Fax: 020 7436 7451 * e-mail: nalc@nale.gov.uk * website: Www.naic.gov.ok




HINALL

Data Controllers are required to have
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: e
Data controllers are required to have legitimate reason(s) for processing

Consent
valid purpose(s) for processing personal data and where the data controller is relying on an individual's
personal data and where the data consent, the data controller must be able to demonstrate that consent, by a

‘| controller is relying on an individual's statement or by a clear affirmative action, was freely given, specific,

consent, this is referenced in para 1 of | informed and unambiguous for each purpose that it being processed. Prior
schedule 2 (in respect of personal to giving consent, the individual shall be informed of his right to withdraw
data) and in para 1 of schedule 3 (in his consent at any time. in other words, it should be as easy to withdraw
respect of sensitive personal data- consent as to give it (Articles 4 and 7).
consent must be explicit).

Consent for The 1998 Act does not specify an age | Limits the ability of a child under 16 to consent to their personal data being

children at which a child will be considered able | processed in respect of “information society services” e.g. online

to give consent, and it is left to a data
controlier to decide, on a case by case
basis, whether a child has the ability to
understand the concept of their
personal data and whether the consent
given by the child is informed consent
(i.e. is understood).

businesses or social networking sites. This means where personal data is
being processed for a child under 18, consent must be obtained from the
child’s parent or custodian. An EU member state may lower the age thata
child can give consent to processing of their data from 16 to 13. (Article 8).
On 7 August 2017, the Government announced that it would use the Data
Protection Bill to legislate that children aged 13 years or older can consent
to their personal data being processed for information society services (see
Leaal Briefing £04-77 for more information about the Bil).
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Privacy notices
(also known as
fair processing
notices)

Specifies basic information to be given
by a data controlfer in a privacy notice
(paras 1 -5 of Part I of Schedule 1).
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More information to be given by data controllers in privacy notices. This
includes the following.

the identity and the contact details of the data controller and, if any, of
the

controller's representative and of the data protection officer;
the purpose(s) of the processing;
the categories of personal data concerned;

the recipients or categories of recipient to whom the personal data has
been or will be disclosed, in particular recipients in third countries or
international organisations:

where possible, the envisaged period for which the personal data will be
stored or, if not possible, the criteria used to determine that period:

the right to request from the controller rectification or erasure of
personal data or restriction of processing of personal data concerning
the data subject or to object to such processing;

the right to lodge a complaint with the 1CO and

where the personal data is not collected from the data subject, any
available information as to its source (Articles 13 and 14).
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Communications There are new requirements on the data controller regarding the
by data communications in a privacy notice and to the data subject relating to the
controllers rights of the data subject. Information provided must be a concise and

intelligible form using clear and plain language, in particular for any
information addressed specifically to a child. The information shall be
provided in writing, or by other means, including, where appropriate, by
electronic means. When requested by the data subject, the information
may be provided orally, provided that the identity of the data subject is
proven by other means (Article 12).
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MINALC

Data controliers
working with
Data processors

Where personal data is processed by
a data processor on behalf of a data
controller, the data controller must (a)
choose a data processor providing
sufficient guarantees in respect of the
technical and organisational security
measures governing the processing
to be carried out, and (b) take
reasonable steps to ensure
compliance with those measures.

Where processing of personal data is
carried out by a data processor on
behalf of a data controller, the
processing shall be carried out under
a written contract under which (a) the
data processor is to act only on
instructions from the data controller,
and (b) the data processor must
comply with obligations equivalent to
those imposed on a data controller by
the seventh principle.

(Paras 11 and 12 of Part I} of
Schedule 1)

The data controller is required to enter into a contract with the data
processor which imposes the following obligations on the processor:

* Process the personal data only on the documented instructions of the
controller. This is likely to mean that data processors cannot use cloud
computing technology or services without the data controller's approval.

*  Comply with security obligations equivalent to those imposed on the
controller under Article 32 of the GDPR.

* Only employ staff who have committed themselves to confidentiality or
are under a statutory obligation of confidentiality.

* Enlist a sub-processor only with the prior permission of the controller.

* Assist the controller in carrying out its obligations with regard to requests
by data subjects to exercise their rights under Chapter lil of the GDPR
{including the right to transparency and information, the data subject
access right, the right to rectification and erasure, the right to the
restriction of processing, the right to data portability and the right to
object to processing).

* Assist the data controlier in carrying out its data security obligations
under Articles 32 to 36 of the GDPR (Article 28).
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Privacy impacts
assessment (P1A)

A PiA is a process which helps an

organisation to identify and reduce
the privacy risks of new projects (e.g.
use of CCTV or an IT system/
database for storing and accessing
personal data) or policies. Conducting
a PIA is not a requirement of the
1998 Act but it is regarded as good
practice by the ICO. The ICO has
issued a code of practice in respect of
PlAs (s .51).
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Where a type of processing in particular uses new technologies and the
purpose(s) that the data controller wishes to process personal data poses
high risks, it will have to carry out a data protection privacy impact
assessment before such processing (Article 35). The ICO is expected to
provide guidance about the type of processing that would demand a data
protection privacy impact assessment.

Notification by
data controliers

Notification to ICO to be included in
register of data controllers (s.18).

The requirement to provide notification to ICO is replaced by a new
requirement for data controllers to maintain a written record of processing
activities under their responsibility. The written record shall include a
description of the categories of data subjects and the categories of personal
data, purpose(s) of processing, categories of recipients of personal data,
time limits for erasure and description of technical and organisational
measures to protect data. Data processors also have a new duty to maintain
a written record of similar information. However, the obligation to maintain a
written record does not apply to an organisation employing less than 250
persons unless the processing it carries out is fikely to result in risks to the
rights of data subjects, the processing is not occasional, or the processing
includes special categories of data e.g. revealing racial or ethnic origin,
political opinions, religious or philosophical beliefs, or trade-union
membership, or processing criminal convictions and offences. (Article 30).
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No requirement.

Appointment of Data controllers and data processors must designate a DPO in 3 situations
Data Protection which include where the processing is carried out by a public authority or
Officer (DPO) body (e.g. local authorities including a parish council or, in Wales, a
community council) (Article 37). More information about the DPO is in
Legal Briefing L0417,

Notification to No requirement. Data controliers are required to report to the ICO personal data breaches
report personal without delay and within 72 hours. A data processor must also notify a data
data breaches controller without undue delay after becoming aware of a personal data

breach (Article 33).

Fines ICO may fine a data controller up to There are heavy fines for data controllers and data processors for a wide
£500,000 for serious breaches (s.55A). | range of breaches.

Some breaches (e.g. failing to comply with data subjects’ rights or the
principles for processing including conditions for consent) attract fines of up
to 4% of annual turnover for the preceding year or 20 million Euros
whichever is higher. For other breaches (e.g. failing to keep records of
processing activities, to appoint a DPO or to comply with security
obligations) the fine can be up to 2% of annual turnover or 10 million Euros,
whichever is higher (Article 83).
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Individuals’
rights

oy

Individuals have certain rights against

data controllers
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Existing rights are strengthened and new rights are given. Individuals also
have (limited) new rights against data processors.

The right of access to personal data
held by a data controller within 40
days of request upon payment of
£10 fee (s.7).

The right of access to personal data held by a data controller must be dealt
with within one month of request and free of charge. Where requests are
manifestly unfounded or excessive, in particular because they are
repetitive, the data controller may charge a fee for providing the information
or refuse to respond (Articles 12 & 15).

The right to prevent processing
likely to cause damage or distress
(s.10).

The right to restriction of processing (Article 18).

The right to prevent processing for
purpose of direct marketing (s.11).

The right to object to the processing of personal data for direct marketing
purposes (including profiling to the extent that itis related to direct
marketing) (Article 21).

The right to object to decisions
being taken by automated means
(i.e. by a computer, by online
profiling) (s.12).

The right not to be subject to automated decision-making (Article 22).

The right to claim compensation for
damages caused by a breach of the
1998 Act (s.13).

The right to receive compensation from the data controller is retained and
there is a new right to receive compensation from the data processor for
the damage suffered as a result of an infringement of GDPR (Article 82).

Page 10 of 12

National Association of Local Councils

Tel; 020 7637 1866 * Fax: 020 7436 7451 * e-mail: 12

najc.aovaik ¢ website: v




MINALC

Individuals’
rights

*+ The right in certain circumstances to
have inaccurate personal data
rectified, blocked, erased or
destroyed (s.14).
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The right to obtain from a data controlier without undue delay the
rectification of inaccurate personal data (Article 16).

There is a new right to erase personal data (also known as the “right to be
forgotten”) which means that data subjects will be able to request that their
personal data be erased by the data controlier and no longer processed.
This will be where the data is no longer necessary in relation to the
purposes for which it is processed, where data subjects have withdrawn
their consent, where they object to the processing of their data or where
the processing does not comply with GDPR. However, the further retention
of such data will be lawfu! in some cases e.g. amongst others, where it is
necessary for compliance with a legal obligation or for reasons of public
interest in the area of public health or for the exercise or defence of legal
claims. Where the data controller has made the personal data public and is
obliged to erase the personal data it shall take reasonable steps to inform
data controllers which are processing the personal data that the data
subject has requested them to erase any links to, or copy or replication of
that personal data (Article 17).

* None A new right to be notified by a data controller when a personal data breach
is likely to result in a high risk to a data subject's rights (Article 34).
* None A new right to data portability - to receive a copy of personal data or to
L transfer personal data to another data controller (Article 20). ]
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Further reading

The ICO’s website has detailed guidance about:

the new obligations for data controllers and data processors which can be accessed via ht

e

A=

ohi B

and

the new rights for individuals which can be accessed via Iiip:
4ap ArgeLgiiig)
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21 DECEMBER 2017

L10-17 | DATA PROTECTION OFFICER

Introduction

Legal briefings L04-17 and LO6-17 confirmed that parish councils and parish
meetings in England and community councils in Wales are required, under the
General Data Protection Regulation (effective on 25 May 2018) and new UK
legislation expected next year, to appoint a Data Protection Officer (“DPO™.

The purpose of this briefing is to provide more information about (i) a DPO’s
responsibilities and (ii) the person appointed as DPO.

i) The DPO’s responsibilities:
The DPO’s responsibilities are as follows.

* to understand the nature, scope, context and purposes of the council’s or
parish meeting’s processing activities and associated risks;

* to beinvolved in the council’s or parish meeting’s decisions/activities which
have data protection law implications:;

¢ toinform, advise and make recommendations to the council or parish
meeting in respect of data protection law compliance;

* to monitor and audit the council’s or parish meeting’s compliance with data
protection law;

* toraise awareness of data protection law with councillors and staff in a
council or with the chairman and staff, if any, of a parish meeting.

e to directly report to the “highest management level” (for a council, this
would be full council and for a parish meeting, this would mean its
chairman);

¢ to assist the council or parish meeting in carrying out privacy impact
assessments when these are hecessary;

* to be the contact point for the Information Commissioner’s Office (CO)
and for data subjects and

* to be consulted by council or parish meeting if a data breach has occurred.
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Notwithstanding the remit of the DPQO’s responsibilities, GDPR confirms that the
council or parish meeting is responsible for compliance with data protection law,
not the DPO.

ii) The person appointed as the DPO

LO4-17 confirms that the DPO may be an internal or external appointment. In
other words, the DPO may be a member of staff or appointed under a service
contract. A single DPO may be designated for more than one public authority,
taking account of their organisational structure and size. This means a group of
councils and parish meetings (or other public authorities such as principal
authorities) would be permitted to commission the services of the same DPO or
DPO business, provided that a DPO is assigned to each organisation. Leaving the
issue of costs aside, a DPO who is a member of staff may be more beneficial than
an external appointment, not least because he will be more accessible to the
organisation and able to respond to issues as they arise.

The DPO must be appointed on the basis of professional qualities and, in
particular, expert knowledge of data protection law and practices and the ability
to perform the responsibilities described in (i) above .

Although a DPO is allowed to have functions or responsibilities additional to those
arising from his DPO role, those other tasks and duties must not conflict with the
performance of his DPO responsibilities. This means, in particular, that the DPO
cannot hold a position which determines the purposes and the means of the
processing of personal data. The need to ensure that a DPO can work without
conflict of interests is closely linked to the requirement for the DPO to act in an
independent manner.

The Article 29 Working Party, which is made up of the regulatory bodies for data
protection law which operate in EU member states (and includes the ICO), has
produced useful guidance about the DPO. The guidance states:

“As a rule of thumb, conflicting positions may include senior management
positions (such as chief executive, chief operating, chief financial, chief medical
officer, head of marketing department, head of Human Resources or head of IT
departments) but also other roles lower down in the organisational structure if
such positions or roles lead to the determination of purposes and means of
processing.”
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Can clerks or RFOs be DPOs?

Based on the drafting of GDPR and the guidance from the Article 29 Working
Party, it is NALC's view that most clerks and RFOs cannot be designated as a
council’s DPO. This is because although they may satisfy some requirements of
the job, they will not satisfy all of them which are summarised below.

* an absence of conflicts of interests (which may arise from responsibilities as
a clerk/ RFO and may include processing activities):

¢ independence;

* expert knowledge of data protection law and practices and related
professional ethics to effectively advise and influence full council and

* adequate time to perform DPO role (many clerks/ RFOs work part-time).

© NALC 2017






